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1. Lack of adherence by Allied Nations to MASO Cm— ml cations Security 
regulations has boon in tbs post a natter of grams concern to USCIB. The 
danger to U* S. and NASO security, resulting free tbs susceptibility of 
certain Allied cryptographic syatssis to attack by cryptanalysis, demanded 
that active remedial measures he adopted* 

2. With the concurrence of L81B, U8CXS authorised the U. a* Amb ass ador 
to Portugal to approach Preaideat Balasar to bell him that the U. 8* was 
aware of certain violations ef IUO regulations govern ing the tnuuoissioa 
of COSMIC material. This conversation took place on 99 December 1951; 
Ambassador MaVesgjb reported that his presentation bed been wall-received, 
and that President fialsmar had Issued instructions tor strict sod literal 
compliance with IATO security re-let ions. An offer of U. 8. technical 
assistance was, h ee eve r, politely refused. 

3. Concurrently, the problem of Preach cosouni cation security was 
under consideration by 1401 and USCIB. It was eventually agreed in 
January 1952 that, because of the state of general Internal security In 
Francs, an approach to the Preach Ministry of Foreign Affairs on com- 
munications security would not be made until the Tripartite Report on 
general security had bean approved by the Preach, sad the Preach Govern- 
ment had undertaken definite, implementing action. Although the Tripartite 
Report has been approved by the three governments, apparently no definite 
action has thus far bean initiated by the Preach. Therefore, no U* S. and 
U. K. action in the premises has been made. 

4. That ths Turkish Government is occasionally aware of its short- 
comings in the matter of communications security la evidenced by their 
approach to the 0. 8. State Department to obtain oipher machines which would 
assure the inviolability of Turkish correspondence* Begotistions for the 
pro vl stem of Combined Cipher Ma chines to the Turks have been suspended tem- 
porarily. On this subject, USED has expressed its regret that It was not 
notified of the initiation of these negotiations; correspondence with USIB on 
the matter is in progress* 

5* Recent developments indicate that Allied communications continue to 
be s serious hasard to security. 

6. Ths Portuguese introduced certain changes, presumably in res p o nse to 
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The State Departoent does not plea at this time to reply to the Swedish 
Minister’* request. She Turks, like the Portuguese, have attempted to 
increase the security of their ccsssuai cations, hut because of their lack 
of knowledge of sound cryptographic procedures, sad their abuse of inherently 
secure cry ptosys teas, their efforts have been unsuccessful . 

8. It is recesoended that USCXB again consider the problem of Allied 
coawunl cations security with a view towards initiating more positive renwtUI 
action where necessary'. 
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